A network covert channel is a passage along which information leaks across the network in violation of security policy in a completely undetectable manner. This paper reveals our findings in analysing the principle of G.723.1 codec that there are 'unused' bits in G.723.1 encoded audio frames, which can be used to embed secret messages. A novel steganalysis method that employs the second detection and regression analysis is suggested in this study. The proposed method can detect the hidden message embedded in a compressed VoIP speech, but also accurately estimate the embedded message length.
Introduction
Steganography is the art and science of hiding the very presence of covert communication by embedding secret messages in innocent-looking electronic signals such as digital images, video and audio. To achieve covert communication, stego-signals, which are signals containing secret messages, should be indistinguishable from cover signals not containing any secret message. On the contrary, steganalysis deals with the technique used to distinguish between stego-signals and cover signals [1] .
Steganalysis is the science of detecting messages hidden using steganography. The goal of steganalysis is to distinguish stego objects (containing a secret message) from cover objects with little or no knowledge of steganographic algorithms. The simplest method to detect steganographically-encoded packages/files is to compare them to known originals. Comparing the package against the original file will yield the differences caused by encoding the payload -and, thus, the payload can be extracted. Nowadays, steganalysis becomes increasingly important in computer forensics, for tracking and screening documents/audios/videos that are suspect of criminal and terrorism activities, and for information security to prevent leakage of unauthorized data.
There has been quite some effort to study the steganalysis of digital images, and recent publications are [2] [3] [4] [5] [6] . In contrast to image steganography and steganalysis ， audio steganography and steganalysis are largely unexplored. Westfeld and Pfitzmann proposed a steganalysis method for Least Significant Bit (LSB) based embedding and also addressed the steganalysis of the MP3 steganography algorithm [7] .
Voice over IP (VoIP) enables the digitalisation, compression and transmission of analogue audio signals from a sender to a receiver using IP packets. As the size of the used network and the distance between the communicating parties have little relevance to transmission, VoIP is used for worldwide telephony such as Skype. VoIP streams are dynamic chunks of a series of packets that consist of IP headers, UDP headers, RTP headers, and numbers of audio frames. Those headers and frames have a number of unused fields, providing plausible covert channels and thus giving scope for steganography.
With the upsurge of Voice over IP applications available for commercial use in recent years, VoIP becomes one of the most interesting cover media for information hiding. Several steganography methods have been suggested in the literature [8] [9][10] [11] [12] [13] , and some of which are based on streaming media and their network protocols such as VoIP or IP, which are used to form network covert channels. The network covert channel is a passage along which information leaks across the network in violation of security policy in a completely undetectable manner.
Although some research work had managed to detect network protocols based covert channels [14] [19] , so far there are still few steganalysis methods available for the compressed VoIP speech. This is the reason that led us to propose this work in the first place. In this paper how steganalysis can be performed in VoIP applications and operational aspects are discussed. Furthermore, the paper focuses on introducing a novel steganalysis method for the low bit rate speech codec such as G.723.1 widely used in VoIP communications.
Given the wealth of statistic and information-theoretic tools, several approaches may be used to analyse problems like VoIP covert communications. One could study the capacity of the covert channel, and then analyse the probability of detection as a function of the embedding rate, which is defined as the ratio of the secret message length to the stego VoIP stream length. The other can measure the entropy of the covert channel and compare that to the entropy of a system without embedding. Our approach to the problem is to utilise a statistical test in combination with doing a second steganography (i.e. embedding information in a sampled speech at an embedding rate followed by embedding another information at a different level of data embedding) so as to estimate the embedded message length.
The rest of this paper is organized as follows. In Section 2 the principle of the speech codec used in VoIP, such as G.723.1, is analysed. Section 3 details a new steganalysis method for compressed VoIP speech streams. The evaluation of the proposed steganalysis method is presented in Section 4.
Finally, it ends with conclusions in Section 5.
VoIP Applications with Covert Channels
In general, the ITU-G. Table 1 . There are no LPC parameters for subframes and each speech frame has a LPC value of 24 bits. encoder to form bit streams. The least significant bits of one parameter of the bit streams were substituted and then decoded to output a stego-speech. Similar experiments were repeated for the other parameters, and so the difference signal-to-noise-ratio (DSNR) between the original speech and the stego-speech was determined for each parameter.
All the speech parameters were sorted into three levels in terms of their DSNR values, and the results are listed in Table 2 . The CNT of the parameter is defined as 'Level 1' if its DSNR is less than 1dB. A detailed analysis of the experimental results reveals that there is much difference in CNT between different speech parameters. For example, the parameter, Ppos, has higher Capability of Noise Tolerance ('level 1') than the other parameters such as Olp with 'level 3' in some bits. The goal of VoIP steganography is to embed a secret binary message in the compressed VoIP speech streams that consist of a series of packets with each carrying a certain number of audio frames.
An effective LSB steganographic algorithm for VoIP communications using G.723.1 and G.729a
codecs was suggested in our previous papers [20] [21] . According to the steganographic algorithm, the Least Significant Bits (LSBs) of some parameters of the G.723.1 codec can be replaced with secret messages. The LSBs of parameters are those bits whose CNT levels are identified as 'level 1' in Table   2 . In other words, the cover objects used for embedding secret messages are the LSBs of the parameters such as Olp, Lsf, Grid, Mamp, and Ppos, denoted by S ={s1, s2, s4, s5, s6}, where s1
denotes Olp, s2 denotes Lsf, s4 denotes Grid, s5 denotes Mamp, and s6 denotes Ppos.
Steganalysis, the official countermeasure to steganography, is the science of detecting and often decoding the hidden information within the cover medium. In contrast to the LSB based steganographic algorithm, the steganalysis of VoIP is to determine whether secret information is embedded in the LSBs of G.723.1 encoded VoIP speeches. Having investigated the principle of the G723.1 codec and the CNT characteristics of their speech parameters, we suggest a novel steganalysis method in this study, which is based on second statistical detection and regression analysis. The proposed method does not only detect the hidden information embedded in the compressed VoIP speech, but also estimate the embedding capacity precisely.
Second Statistics Based Steganalysis Algorithm
In this section a new steganalysis method is described in detail. First, all the bits in each frame of the G.723.1 codec are divided into six speech parameters according to the steganographic algorithm introduced above. Statistical analysis of these parameters is then conducted by using Poker test.
Finally, the steganalysis method is used to determine the embedding capacity.
Poker Test for Speech Parameters
Poker test is one of the statistical tools used to study and predict random phenomena. The test starts with a set (sequence) called the sample space, which relates to the set of all possible outcomes, denoted by S = {x 1 , x 2 , …}. Assuming that the sequence S consists of N random variables like integers, the whole sequence is described as S N , and the number of times the variable (integer) i occurs in the sequence is denoted by Table 2 , all bits in each audio frame are divided into six speech parameters, denoted by s1, s2, s3, s4, s5, s6, and S = {s1, s2, s3, s4, s5, s6}. Statistical analysis is then performed on these speech parameters, respectively.
The bit sequence of the speech parameter s i in the frame k is defined as
with i = 1, 2, …, 6, and j = 0, 1, …, sum
where sum is the total number of bits in the parameter s i that can be used to embed messages. As different parameters have different numbers of Least Significant Bit (LSB), the values of sum vary for different parameters. Thus the whole bit sequence of the frame k is given by
Assuming the total number of frames in a compressed speech sample is M. The bit sequence of the parameter s i for all frames, X i M , can be constructed as follows
with i = 1, 2, …, 6, and j = 1, 2, …, M where s i j denotes the bit j of the parameter s i . The subscript i of s i j stands for the sequence number of the parameter, and the superscript j denotes the bit sequence number in the parameter. So the whole bit sequence of M frames can then be described as
In accordance with the above Poker test algorithm, a series of experiments were conducted to examine all the speech parameters of the G.723.1 codec, such as s1, s2, s4, s5, and s6, except for s3 because its CNT level is too high to be used for embedding messages. For example, in order to calculate f Tp of the parameter s6, the bit sequence S 6 N is constructed using Equation (4) , where N = 152790×8, 152790 is the least number of the frames the tested speech sample is divided into, which is the threshold value determined by observing a number of experiments, and 8 is the number of bits in the parameter s6 that can be used to embed messages. Hence L = 8 and N/L = 152790 are obtained; M = N/L represents the number of the tested frames.
In the experiments random messages were embedded in different speech parameters of the G723.1 codec, leading to a number of stego-speech streams (data sets) with embedding rates varying from 0% to 100% in 10 percent increments. A chaos random sequence generator was used to create the embedding positions so as to achieve random embedding. The f Tp values for different speech parameters were calculated, and the results are listed in Table 3 . Analysis of the data in Table 3 shows the value of f Tp decreases as the embedding rate increases for each speech parameter. This is probably due to the reason that the randomness of stego-speech streams becomes more significant when the embedding rate increases. The f Tp values for different speech parameters can then be used to compute the number of times the bit occurs in the frame, which is required by the second statistical method (detailed in the next section) to estimate the embedding capacity.
Second Statistical Detection and Regression Analysis
For the parameter set of the G723.1 codec, S = {s1, s2, …, s6}, the value of n i (S N ) for each speech parameter can be computed by using the Poker test algorithm described in the preceding section, respectively. Thus the following equation yields The arrows in Figure 1 denote the frequency points at different levels of data embedding. Figure   1 shows the frequency point increases non-linearly as the embedding rate increases. A number of repeated experiments were conducted so as to allow the establishment of the statistical relationship between the frequency point and the embedding rate. Regression analysis was chosen to seek for the statistical law, i.e. a mathematical function between the frequency point and the embedding rate, as shown in Equation (7) 3 3
where p is the embedding rate, m is the frequency point of the sequence Y, and a 0 , a 1 , a 2 and a 3 are the coefficients.
Fitting Equation (7) with plenty of similar data sets, obtained from the G.723.1 compressed stego-speech samples having 152790 frames, leads to attaining the regression coefficients on Equation (7) such as a 0 , a 1 , a 2 and a 3 . So Equation (7) is re-written as 3 However, there is an unsolved issue, i.e. how to decide whether a sampled speech contains hidden messages. If a secret message is embedded in the sampled speech, the embedding rate cannot be assumed to be 0% when computing the first frequency point in Figure 1 . In fact, the correct relationship between the frequency point and the embedding rate cannot be derived when blind detection is performed. If so, how to compute the embedding rate in case of blind detection? To solve this problem, a novel method based on the second steganography is suggested to estimate the embedding rate as follows.
The second steganography with random embedding positions in the same sampled speech as the first steganography does is suggested to decide whether the sampled speech contains hidden messages, and determine how much information has been embedded. Suppose the first embedding rate is p 1 , and the second embedding rate is p 2 . After completion of two steganography processes (i.e. embedding a message in the sampled speech at p 1 followed by embedding another message at p 2 ), p 1 ×p 2 percent of Least Significant Bits (LSBs) in the speech parameters like s6 are changed twice, and half of the bits in the parameters are converted to the original values again. Hence, the embedding rate equals the percent of bits that have been changed only once after the second steganography, given by
In the experiments, the first embedding rates were fixed at p 1 = 30%, and the second embedding rates were varied, i.e. p 2 = 10% × i with i = 0, 1, …, 10. Initially the sampled VoIP speech embedded a message at the first embedding rate of 30%, and then embedded another message at the second embedding rates varying from 0% to 100% in 10 percent increments, respectively. Close analysis of the experimental results ( Figure 3) shows that the first embedding rate (black coattail arrows) stands out well against the second embedding rate (common arrows) in the first figure (the second embedding rate is 0%) and in the sixth figure where the second embedding rate is 100%.
For the same sampled speech, the results for the two data embedding process at p 1 = 30% and p 2 = 0% should be the same as those for the single data embedding process at p 1 = 30%. So the frequency point is related to the first embedding rate only when the second embedding rate is 0%. Therefore, as long as the frequency points in Figure 3 are obtained, the embedding rate for the first steganography can then be determined by using Equation (7).
Performance Evaluation
A series of experiments were performed to evaluate the proposed steganalysis method. Seven groups of the compressed speech sampled from the G.723.1 codec with 6.3kp/s LOC (Lines of Communication) were employed as cover objects. Random messages with different lengths were embedded in each of the compressed speech cover objects, respectively, to achieve ten different embedding rates. A chaos sequence generator was used to create random embedding positions in the compressed speech streams so as to ensure the messages were randomly spread out over the embedding positions. To simplify the experiments, 128 bits keys were used for steganography. The embedding rate is defined as the secret message length divided by the length of the stego VoIP stream. The real embedding rates varied from 0% to 100% in 10 percent increments, which are listed in the second row of Table 4 . Seventy test data sets were used to perform statistical analysis.
The proposed steganalysis method was utilised to compute the estimated embedding rates, and the results are listed in Table 4 . Statistical tools are normally used for quantifying the accuracy and precision of a measurement or approximation process. Accuracy is the degree of closeness of a measured or calculated quantity to its actual (true) value, indicating proximity to the true value. So the absolute error, which is the magnitude of the difference between the real value and the approximation, is an indication of accuracy.
Precision is the degree to which further measurements or calculations show the same or similar results.
In statistics, standard deviation is a measure of the variability or dispersion of a statistical population, a data set, or a probability distribution. A low standard deviation indicates that the data points tend to be very close to the mean, whereas a high standard deviation indicates that the data are spread out over a large range of values. So the standard deviation of a group of repeated calculations should give the precision of those calculations. Table 5 lists the accuracy and precision of the proposed steganalysis method in estimating data embedding rates. A small standard deviation (STDEV) indicates that the estimated embedding rates for the seven compressed speech samples (their results are listed in Table 4 ) are clustered closely around the means at different levels of data embedding. Therefore, the experimental results show the proposed steganalysis method has great precision in determining the embedding rate in most circumstances, and acceptable errors occur at low embedding rates.
Conclusions
In this paper we have suggested a novel method capable of detecting the hidden message within a 
